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CD {@ <capture> - Ethereal

ol

e Edt Capture [Display Tools

5

Internet Protocol,

Source port: 1601 (16010

Destination port: snmp (161)

Length: 48

Checksum: 0x4050 (correct)
Hsimple Metwork Management Protocol

version: 1
Community: public

POU type:

GET

Regquest Id: Ox5

Error status:

Error Index: 0O
object ddentifier 1: 1.3.6.1.2.1.1.1.0 (SHMPwZ-MIB::sysDescr. Q)
value: MULL

ko ERROR

Src Addrd 192.168.1.102 (102.168.1.1027,
EH uUser Datagram Protocol, Src Port: 160l (1ladl), Dst Port: snmp (1610

Mo, | Time Source Destination = Protocol | Info
1 0.000000 pellComp_lc:35:44 Eroadcast ARF who has 192.168.1.1047 -
2 0.0002158 D-Link_08:e8:264 DellComp_lc:35:44 ARP 192.168.1.104 s at 00:8(
3 0.00228%9 1592.168.1.107 1%2.168.1.104 ICMP Echo (ping) reguest
4 0,002476 192.168.1.104 1%2.168.1.102 ICMP Echo ping) reply
5 0.0586504 1%2.1a8.1.107 1%2.168.1.104 MEMNS Mame guery NBESTAT <00
B 0.036750 152.1658.1.104 192.168.1.102 MEMNS Mame gquery response NBST.
7 1.5445398 1592.168.1.107 1%2.168.1.104 MEMNS Mame guery MNBSTAT *<00:<(
8 1. 5344687 192.1658.1.104 192.168.1.102 MEMS Mame duery response MBST
By 35 R Sl SHMP
10 1.812922 152.168.1.104 192.1658.1.102 ICMP Cestination unreachable
11 2.517126 1582.1a68.1.102 1%92.168.1.104 SHMP GET
12 2517350 1562.168.1.104 1%2.1658.1.102 ICMP Cestination unreachable
13 3.515281 1582.1a68.1.102 192.168.1.104 SHMP GET
14 3.515505 152.168.1.104 192.1658.1.102 ICMP Cestination unreachable
=1
EHFrame 9 (82 bytes on wire, 82 bytes captured)
B Ethernet II, Src: 00:06:5h:1c:35:44, Dst: 00:80:c8:08:258:265

Dst addr: 152.168.1.104 (192.:



@ {capture> - Ethereal

File Edit Capture [usplay Toals

Mo, |Time SOurce Destination Frotocol | Info
3 0.00228%9 192.168.1.102 1%2.1a5.1.104 ICMP Echo Cpingl reguest
4 0.002476 192.168.1.104 1%2.1a8.1.102 ICMP Echo (ping) reply
S 0.0%8504 192.168.1.102 1%2.1a8.1.104 MEMNS Mame guery MESTAT w0zl
6 0.056750 192 168.1.104 182 168.1.102 MEMNS Mame guery response NESTE
Fl.544398 192.168.1.107 192.1a658.1.104 MEMS Mame guery NBSTAT %<00><(
8 1.544687 192.168.1.104 192.1658.1.102 MEMS Mame guery response MESTE
9 1.6l27da 192.168.1.102 1%2.1a8.1.104 SMMP GET
1 4 I il ICMP Destination unreachap
11 2.51712e 192.1a68.1.102 1%2.1a8.1.104 SMMP GET
12 2.517350 192.168.1.104 162.1658.1.102 ICMP Destination unreachable
15 3.515281 192.1a8.1.102 192.1858.1.104 SMMP GET
14 3.515505 1%92.165.1.104 192.1658.1.102 ICMP Destination unreachable
15 4.51636]1 19%92.1a68.1.102 1%2.1a8.1.104 SHMMP GET
16 4.51658%9 102.168.1.104 192.168.1.102 ICMP estination unreachable

|

EFrame 10 (70 bytes on wire, 70 bytes captured)
M Ethernet II, Src: 00:80:c8:08:28:26, Dst: 00:06:5h:1c:35:44
B Internet Protocol, Sre Addr: 192.168.1.104 (192.1658.1.1047%, Dst Addr: 192.168.1.102 (1592.]
EHInternet Control Message FProtocol
Twpe: 3 (Destination unreachable)
Code: 3 [(Port unreachahbhle)
Checksum: 0xb5%a (correct)
HInternet Protocol, Sre Addr: 192.168.1.102 (192.165.1.1020, Dst Addr: 192.165.1.104 (1%
B user Datagram Protocol, Src Port: 1601 (160173, Dst Port: snmp (1610
Source port: 160l (1e01)
pestination port: snmp (1610
Length: 48
Checksum: O0x4050
Simple Metwork Management Protocol
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Linux SNMP Network Management Tools

e This page assumes that you already have a working knowledge of the basic
tools -- ping, netstat, traceroute, nslookup, dig, tcpdump, /proc/net,
ipfwadmin, tcpwrapper, maskd and are looking for graphical, distributed
tools.

e  SNMP FAQ Frequently asked questions about SNMP.

e Linux CMU SNMP Project -- provides the standard bilingual SNMPv1/v2
agent, incl USEC support, as well as command line tools; includes MIB-2 (RFC
1213) Identification MIB (RFC 1414) Host Resources MIB (RFC 1514) and the
TUBS Linux MIB, as well as pointers to the Tcl and Perl snmp libs.

e  SUNY Bufallo Network Management Archives -- the most complete archive
around, including tools, MIB compilers, documentation. Not Linux specific.

e The Simple Web site maintains info on internet management.

e  Simple Times A periodical for Internet network management.
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v 1.0

CiscoWorks2000
VPN/Security Management Solution

Cisco SYSsTEMS

Copyright @Z000-2001 Cizco Systems, Inc, M




Centralized Network Management Architecture

| FIGURES 6.2.4 SNMP operation
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Hierarchical Network Management Architecture
6.2.4 SNMP operation
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Distributed Network Management Architecture _
6.2.4 SNMP operation
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Management Information Bases
6.2.5 Structure of management information and MIBs

A MIB defines the variables that reside in a managed node
+ Defined according to Structure of Management Information (SMI) rules
« Each managed object is described using an object identifier defined in the SMI

* 114 standard objecis
* Objects included are considered essential for either fault or configuration
management

MIB Il
« Extends MIB |
+ 185 objects defined

Other standard MIBs
« RMON, host, router

Proprietary vendors MIBs — | 1000s of Manageable Objects Defined
* Extensions to standard MIBs Following Rules Set Out in the SMI Standards




Manaﬁement Information Bases

6.2.5 Structure of management information and MIBs
‘1

S @ RFC1213-MIB:ifTable on SolarWinds-Core
File Edit Wiew Help

PG B = 2

Expork: F'rlnt Refresh Piseak Help

Index | iflndex | ifDescr ifType ifbdtu | iFSpeed ifPhy st ddress ifdminStatus | f0perStatuz | ifLaztChange
1 Ethemetl | ethernet-cemacd(B] 1600 10000000  QOEQFY1ACAT  wp[1) up(1] B zeconds
22 Ethemet] | ethernet-czmacd(f) 1500 10000000 QOEOFAAICA4 upll) up(1] ¥ zeconds
33 Ethemet? | ethernet-cemacd(B] 1600 10000000  QOEQFF1AICAT  wp[1] up(1] ¥ zeconds
4 4 Ethemetd | ethernet-camacd(B) 1500 10000000 QOEQFAAICAS  upll] up(1] Fdays, 21 hours, 2
B A Ethemetd | ethernet-czmacd(B) 1500 10000000  QOEQ.FAACAD  upll) down(Z] B zeconds
G G Ethemets | ethernet-camacd(B) 1500 10000000  QOEQ.FAACEOD  upll) up(1] ¥ seconds
N Seriald propPointT oFaintSenall22] 1500 1544000 down|Z] down(Z] B zeconds
a8 Serniall propPaintT oFPoint5enal[22] 1500 1544000 down[2] down[2] b zeconds
319 Serial2 propPointT oPaintSenall22] 1500 1544000 down|Z] down(Z] B zeconds
10{10 Serniald propPaintT oFoint5enall22] 1500 1544000 dor[2) down(2) b zeconds

< | i

MIB RFC1213-MIB
MName iflndex.1

iz0.arg. dod.internet. mamt. mib-2. interfaces. fT able fE nto.ifln

oiD 1.361.21.22111
Type IMTEGER

Access read-only

Status  unknown

Yalue Please W ait ...

&, unique wvalue far each interface. [tz value
r=mmmn bombiimmas 1 A Hem camdionm ~F b L msbmre Tl
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-- RFC1213-MIB.html

-- MIB generated by MG-SOFT MIB Explorer Version 1.1 Build 153
-- Wednesday, November 13, 2002 at 12:22:23

-- HTML index:

-- RMON2-MIB, RFC1155-SMI, RFC1213-MIB, RMON-MIB, SNMPv2-TC,
—-- TOKEN-RING-RMON-MIB.

RFC1213-MIB DEFINITIONS ::= BEGIN
IMPORTS
internet, mgmt
FROM RFC1155-SMI ;

-- Type definitions
-- DisplayString ::= OCTET STRING
PhysAddress ::= OCTET STRING

—-— Node definitions

--1.3.6.1.2.1

mib-2 OBJECT IDENTIFIER ::

--1.3.6.1.2.1.1

system OBJECT IDENTIFIER ::= { mib-2 1 }

--1.3.6.1.2.1.1.1

sysDescr OBJECT-TYPE

SYNTAX DisplayString (SI1ZE (0..255))

ACCESS read-only

STATUS mandatory

DESCRIPTION
"A textual description of the entity. This value
should include the full name and version
identification of the system"s hardware type,
software operating-system, and networking
software. It is mandatory that this only contain
printable ASCII characters."

= { system 1 }
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@ 6.2.5

ITEntry ::= SEQUENCE

{

ifIndex INTEGER,

ifDescr DisplayString,
ifType INTEGER,

ifMtu INTEGER,

ifSpeed Gauge,

i fPhysAddress PhysAddress,
iTAdminStatus INTEGER,
ifOperStatus INTEGER,
ifLastChange TimeTicks,
ifInOctets Counter,
iflnUcastPkts Counter,

i fInNUcastPkts Counter,
iflnDiscards Counter,
ifInErrors Counter,

i fInUnknownProtos Counter,
i fOutOctets Counter,

i fOutUcastPkts Counter,

i fOutNUcastPkts Counter,

fhodedetails x|
D escription | Yalue -
IP Address 192.168.1.102
MAL Address 00-06-58-1C-35-44
MHIC Manufacturer  Dell Computer
OHS Mame dave-inger
SyzDeszcr Hardware: #86 Family 15 Model 0 Stepping 10 AT AT COMPATIBLE - Software: Wind
Compaty Windows MT workstation/Pro
SyzContact ifger
Syzlocation 33 Monmoe E.
SysllpTime Odayz Ok 45 m 43 2
SyzObjectD J1.361.41.311.1.1.31
Syzt ame DavE-IMGER
Type Wiork ztation
Maote
Active TCP ports
Ftp
Telnet
Smitp
Hitp
Fop3 (.
Imapd [143]

zil

1 |

ifOutDiscards Counter,

ifOutErrors Counter,

Addrezses and Routes Expart | Cloze |

ifoutQLen Gauge,

ifSpecific OBJECT IDENTIFIER

}
--1.3.6.1.2.1.2.2.1.1
iflndex OBJECT-TYPE

SYNTAX INTEGER

ACCESS read-only

STATUS mandatory

DESCRIPTION

"A unique value for each interface. Its value
ranges between 1 and the value of ifNumber. The
value for each interface must remain constant at
least from one re-initialization of the entity"s
network management system to the next re-
initialization.”

c:={ ifEntry 1 }
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i1fDescr OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION
"A textual string containing informatk
interface. This string should include
the manufacturer, the product name and
of the hardware interface."
= { ifEntry 2 } "

Addresses and Routes

--1.3.6.1.2.1.2.2.1.3 V | Speed | Addres

_ Dizoovered az | Interface
1fType OBJECT-TYPE 192.168.1.102 ... MS TCP Loophack intefface 10000000 127.0. 256.0.0.0
SYNTAX INTEGER M5 TCF Loopback interface  100000...
{ 5 TCP Loopback, interface 10000000
3233:532’322(2) , Addresses and Routes
hdh1822(3), De=scription | W alue !
ddn-x25(4), :
it urnber 3
rfc877-x25(5), D escr kS TCF Loopback interface
ethernet-csmacd(6), ifSpeed 10000000} 100000000 § 10000000
1s088023-csmacd(7), ipFonaarding 2
15088024-tokenBus(8), ip&dE nkdddr 0000127001 1192168.1.102
15088025-tokenRing(9), !p.-'l::lE ntlflndex 1677722001 1RV 72419
15088026-man(10), pAdenibetask | 018]24
starLan(11), il
proteon-10Mbit(12), ipFouteNextHop
proteon-80Mbit(13), ipRouteT ype
hyperchannel (14), ipRoutetd ask
fddi(15), Comment




Object Identifiers
@ 6.2.5 Structure of management information and MIBs

--1.3.6.1.2.1.11.29
snmpOutTraps OBJECT-TYPE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
DESCRIPTION
"The total number of SNMP Trap PDUs which have
been generated by the SNMP protocol entity.”
= { snmp 29 }

--1.3.6.1.2.1.11.30
snmpEnableAuthenTraps OBJECT-TYPE
SYNTAX INTEGER
{
enabled(1),
disabled(2)

}

ACCESS read-write

STATUS mandatory

DESCRIPTION

"Indicates whether the SNMP agent process is
permitted to generate authentication-failure
traps. The value of this object overrides any
configuration information; as such, it provides a
means whereby all authentication-failure traps may
be disabled.

Note that i1t is strongly recommended that this
object be stored in non-volatile memory so that it
remains constant between re-initializations of the
network management system.™

END
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dotlgForwardUnregisteredTable OBJECT-TYPE

SYNTAX SEQUENCE OF DotlgForwardUnregisteredEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"A table containing forwarding information for each
VLAN, specifying the set of ports to which forwarding of
multicast group-addressed frames for which there i1s no
more specific forwarding information applies. This 1is
configured statically by management and determined
dynamically by GMRP. An entry appears in this table for
all VLANs that are currently instantiated."

REFERENCE
"IEEE 802.1Q/D11 Section 12.7.2, 12.7.7"

c:= { dotlqTp 5 } S




7 solarWinds MIB Browser

File Edit Tree wWindow Help

=10l x|

%u Hozthame or [P |21 E.B0.137.262 ﬂ &, % ? MSOLARWINDY.NEL
M Eommurity Sting j Get QI search Help Metwork Management Tools
1 ceitt (0) -] | _ O] x]
=l Ji=a1)
= o5 W 3| 8. | x
=] dod (8) Save Print Refresh Pivot | Clear
Sl intermet (1) Index | iDescr iType Mt (iSpeed | iPhuséddiess | ibadminStatus | ifOperStatus | ifLastC &
| directory (1) 1 WLAMNT sthemet-csmacd(f] 1500 10000000  0ODO.S80D.ES40  up(1) up(1] 25 sec
=l ot £2) g FastEthemetd/ 1 | ethemet-czmacd(f] 1500 100000000  00DOSSDD.ES41  wp(l] upl1] 28 sec
+|_ ] mib-2 1) 3 FastEthemetD/? | ethemet-csmacd(B] 1500 100000000  OODOSSDD.ES42  up(l] up(1] 27 day
+|__] experimental (3] 4 FastEthemet0/3 ethemet-cemacd(B] 1500 100000000 00DO5300.ES43  up(1] up(1] 28 zec
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HIEHM jbm (2 g FastEthemet0/Y ethemet-cemacd(B] 1500 100000000 00D05300.ES47  upl1] upl1] 30 day
| SMU oL (3) 3 == 7 216.60.197.252 results ... =] 1 day
2 cisen (9 10 Fastk _ 3 day
#(] catProd (1) 1l Fastf o . =? 'R :l')f Sday
=[] local (2) ﬂ [ Save Prink aek Mext Clear '
=1 I=ystem (1) IE QID Mame W alle ﬂ
5 romild (1 whFeload.0 ireload
&) whyReload (2) hioztM arne. 0 LabR outer
%) hosthlame (3) OLD-CISCO-5vS-MIB daomaint ame. 0
%, domaintlame (4) authaddr.0 208191.226
bootH ozt .0 0.0.0.0
rd z';'::i:;r (f; freehem. 0 4537624
-~ . = bufferE IFree.0 500
q T \ bufferE IM+.0 500
BwitferEHit.0 22290=24
OLD-CISCO-SY¥5S-MIB:whyBeload |~| bfferE IMisz 0 0
butferEICreate. 0 ]
olD 1261419212 OLD-CISCO-MEMORY-MIB bufferSmaize 0 104
Type  DisplayString i
butferSmT otal.0 R0
Access read-only
Status  unknown bufferSmFree.0 R0
bufferSmbdax.0 1680
Thi_s varia_l:ule u:u:unta_ins a printable octet bbferS it 0 0I67I0
gtring which containg the reazon why the bufferSrmpdiss. 0 0
spstemn was |ast restarted. UITEramMiIss. ﬂ
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