Nagios

e http://www.nagios.org/

* an enterprise-class network and server
monitoring system.

« Useful for:
— Monitoring of network services.

— Monitoring of host resources (processor load, disk
usage, system logs)

— Contact notifications when service or host problems
occur and get resolved (via e-mail, SMS).

— You can define event handlers that execute when
triggered by certain events. (Proactive problem
resolution)


http://www.nagios.org/
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OpenNMS

e http://www.opennms.org

 Functionalities

— High performance

» A single instance of OpenNMS supports monitoring of a large
number of nodes.

— Automation
 OpenNMS minimizes the amount of manual configuration.

— Rule-based configuration

» Flexible rules can be used to specify what services are polled
on what devices.


http://www.opennms.org
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ZABBIX

o http://www.zabbix.com

« Functionalities
— Performance monitoring
— User alerts
— Monitoring of log files
— Logging services
— Capacity planning
— Assuring and monitoring of SLA
— High level view of IT resources and services
— Graphical representation of collected information
— Network maps


http://www.zabbix.com

v Metwoi mags [l asesd seesy B0 S0 ) o MaEilla

= Ele Edt View o Eookmeris Tooks Wisdew Help

ALEATS [METWOHERK MaPs])
STATLE OF ZABE(E

Leondon office ke York office [Rigs Cflce]

Figs OFfice

Tatwllike lirk

<
=5 G




Cacti

http://www.cacti.net

Similar to MRTG.

Based on RRDtool.

Offers excellent graphing capabillities.
Has extensive templates.


http://www.cacti.net
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NTop

 http://ntop.org

 Network probe that shows network activity
just like “top”.


http://ntop.org

43 welcome to ntop! - Microsoft Internet Explorer - =] =]

J File Edit W“iew Favorites Tools Help . ﬁ
J A Back - = - @ il | QSEarch [Ge] Fawarites @Media @ | I%- S -

J.ﬁ.gldress I@ http:/fbarney: 3000 j WGD

| Google - | || @psearchweb - | g3 | BascRank . Dhasstiocked fEautoril [Y | Mdoptions

| Links

.[ About ! Total ¥ Recv l Sent ' Stats ’ IP Traffic ! IP Protos ' Admin l

Network Traffic: Data Received
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Host =] Domain
[* Data | Current | Avyg | Peak | Current | Avy | Peak
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All Protocols lbarney | | 1.7 Kbpe 0.0 bps | 8.5 Kbps [2.2 Pkts/sec 0.1 Pkts/sec [10.7 Pkts/sec
e Ibart | | 9.3 Kbps [0.0 bps | 9.3 Kbps [2.4 Pkts/sec 0.0 Pkts/sec | 2.4 Pkts/sec
e lgnasher | 126 bps 0.0 bps |44 9 Kbps 0.2 Pkts/sec 0.0 Pkts/sec [11.3 Pkts/sec
Throughput |penfold | | 0.0bps|00bps| 0.0 bps 0.0 Pkts/sec 0.0 Pkts/sec | 0.0 Pkts/sec
HogEhcnviy Feak values are the maximurm value for any 10 second interval.
Awerage values are recomputed each B0 seconds, using values accumulated since this run of ntop was started.
MNote: Both values are reset each time ntop is restarted.
Report created on Tue Dec 09 16:08:04 2003 [1 day(s) 1:11:23]
Generated by ntop v.2.2 MT [WinNT/2K/XP] (20030414 build)
Listening on [\DeviceNPF_EI90x1] without a kernel (libpcapj filtering expression
Web report active on interface 3Com EtherLink PCI
© 1998-2003 by Luca Deri
© 1998-2003
by Luca Deri
|@ Done I_I_l_ (= Local inktranet
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Reqguest Tracker

http://bestpractical.com/rt/
Tracks data/conversations/requests.
Convenient for end users.
Highly customizable.
Easy to install (hmm...)


http://bestpractical.com/rt/

800 RT at a glance - Mozilla Firefox (Build 2008061004)

AT tor example.com

RT at a glance

b 10 highest priority tickets | own

Configuration

Preferencas # Subject Priority Queoue  Status
Genaral (pending 1 other ticket)
General (pending 1 other licket)

Approval 1 Office has run out of coffee O

2 order more cofies o

&  Subject Gunue Swtus  Created
3 Obtain Series-C funding Genaral

|j‘

Lopged in as roof | Prederences | Logout

(vt (COTHED I o

Cipdide
Generall

Take

# Subject Priority Queue  Status
General (pending T alher lckel) T |

1 Office has run out of coffes 0

MName Subscription
SLA Performance daily at 05:00
Edit
Refresh

| Don't refresh this page.

4
o'

Quese: | General

Comaet:

%)




D
Logged in &s root | Praferences | Logout |

SLA Performance o)

Basics - Queries - Subscription - Show

K.Yals! SLA Performance - Mazilla Firefox (Build 2008061004)

& Subject Simtus Quaue Owmner Prigrity
Requastors Created Toid Last Updated Time Lett
1 Office has run owt of coffee new General oot o
josse B besipeactcal com 15 min ago 7 min ago ]
2 order more coffes new Ganeral oot 1]
s bsipr pctcal oom 12 Frin ago 7 min ago -]
3 Obtain Seres-C funding new Ganeral Nobody 1]
josse @ basipeactical com 11 mnin ago 10 min ago o

My Day
Configuration
Praferences

* Subsiect Quoue Slatus Created
Approval
iaw

3 Obtain Serles-C funding General 11 rnin ago Take




Yala Create a new ticket - Mozilla Firefox (Build 2008061004) =)

AT for example.com Logged in as root | Preferences | Logout

Create a new ticket (hewticket in | (G T ( e

Tooks Create a new ticket

Configuration

e St |
Fraferences R - . M

Aequestars!  jesze@bastpractical.com
Ce:

Approval

Acmin Ce: |

Subject: Office has run out of coffes

Comboba _sm:;'mm"mim _:-i_l:]er::resh
inu
—— Mac 05 X

Solaris
Describe the issue below:
i [=] Source H
B JF U & =x

i Style = | Foemat | INormal
-

The worst has happened.,
There's no coffee to be found anywhere in the office.
Productivity is al an gil-time low!




Security Tools

e Some security tools to consider:
— NetFilter IP Tables — Firewall
— WireShark — Protocol analyzer
— Snort — Intrusion detection

— Netcat — Feature rich tool. Great for
debugging.

— Nessus — Vulnerability scanner

— Many many more...



Recommended Reading

* Practice of System and Network
administration by Thomas A. Limoncelli

 How to accelerate your Internet E-book
nttp://bwmo.net/

 Red Hat Linux Network Management
Tools (CD-ROM Iincluded) (Paperback) By
Steven Maxwell.



http://bwmo.net/

