Why Worry about Security?

Y2K Bug — 1/1/2000

DDoS Attack of Yahoo, CNN — 2/2000
Microsoft break-in —10/2000

SPAM and Phishing

Viruses and Worms
— Internet Worm —11/1988
— Melissa/ILoveYou Viruses — 1999 - 2000
— CodeRed/Nimda/Slammer/Sobig — 2001-2003
— MyDoom,Netsky/Bagel — 2004
— SPAM/Virus Writer Connection

Terrorist Attacks -9/11/2001
Numerous Web Defacements



Reported Incidents
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Reported Vulnerabilities
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How much security?

Security Ease of Use

Beware of Security through Obscurity!!!



Goals of Security

Confidentiality

*

|ntegrity Avallablllty

Accountability?



Cyber Attack Sophistication
Continues To Evolve

bots
Cross site scripting
High “stealth” f advanced Z ‘TDDIS
scanning technigques -
-
L Staged
packet spoofing denial of service - attack
TR > distributed
Intruder o attack tools
Knowledge sweepwrs ~ www attacks
/ automated probes/scans
; GUl
back doors -
disabling audits - = etwork mgmt. diagnostics
'
/ hijacking
burglaries sessions
Aftack ”

Sophistication i exploiting known vulnerabilities
/ password cracking

self-replicating code

Attackers

password guessing
Low

Source: CERT 1980 1985 1990 1995 2000+

Source: CERT (Phishing Exposed)




Packet Sniffing
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Network Hubs vs. Switches

Everyone can see traffic Virtual circuit between pair



Switch Attacks

 MAC Flooding — switch will act like hub
* ARP Spoofing

Who is 10.0.0.1?

| am (1:2:3:7:8:9)




Wireless Networks

e Extend Network Boundaries

e Security Components

— Service Set Identifier (SSID)

« Shared secret key
» SSID Broadcast issues

— MAC-Based ACL

— Encryption
« Wired Equivalent Protocol (WEP) — Weak!!!
» Wi-Fi Protected Access (WPA)




Wardriving
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High Power Mode

450ft = 40 houses, 4 streets



Low Power Mode
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IP Address Spoofing

» Replace actual source address in IP packets
* Prevent packets from being traced back
« Exploit IP address-based trust relationships



DNS Spoofing

 DNS/ARP Cache Poisoning

e Break in and change trusted machine entry to
point to the attackers host address
 Trust-based access to other machines

— Berkeley R Commands
— Remote File systems (NFS)



