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6.2.3  SNMP and CMIP standards 

1. Simple Network Management Protocol – IETF community 
2. Common Management Information Protocol – Telecommunications 

community 



Simple Network Management Protocol (SNMP) - application layer protocol that facilitates the 
exchange of management information between network devices. 

6.2.4  SNMP operation 

Eg. Packets per second 
sent on an interface

Eg. Number of 
open TCP 

connections 

Eg. Color of the 
technician’s shirt.

SNMP uses UDP over 
ports 161 and 162. 



6.2.4  SNMP operation 

• Number and state of its virtual circuits 
• Number of certain kinds of error messages received 
• Number of bytes and packets in and out of the device 
• Maximum output queue length, for routers and other 

internetworking devices 
• Broadcast messages sent and received 
• Network interfaces going down and coming up 

• Get – Enables the management station to retrieve the value of 
MIB objects from the agent. 

• Set – Enables the management station to set the value of MIB 
objects at the agent. 

• Trap – Enables the agent to notify the management station of 
significant events. 



6.2.4  SNMP operation 

SNMP

Proprietary

The RMON probe gathers 
management information 

locally, The network 
manager periodically 

retrieves a summary of this 
data. 



6.2.4  SNMP operation 

• The NMS is an ordinary workstation.   
• Large RAM, to hold all the co-resident 

management applications. 
• Typical network protocol stack, such as 

TCP/IP. 


