Lecture 2
Error Detection & Correction

e Types of Errors
 Detection
e Correction



Basic concepts

* Networks must be able to transfer data from
one device to another with complete accuracy.

e Data can be corrupted during transmission.

e For reliable communication, errors must be
detected and corrected.

 Error detection and correction
are implemented either at the data link
layer or the transport layer  of the OSI
model.



Sources of errors

—a)Electromagnetidistortion of signal:
“noise” on the line.

—Db)Error in sampling pulse relative to
neighbor pulse: “intesymbol
interference”

—c)Energy coupling due to nearby links:
“crosstalk’.

—d)The storage of information on the
magnetic devices Is prone to errors due to
uneven magnetic surface, dust etc.



Types of Errors

Errors I
‘ Single-bit ' ‘Multiple—bit. ‘ Burst .




Single-bit error
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Single bit errors are thdeast likely type of
errors In serial data transmission because
the noise must have a very short duration
which Is very rare. However this kind of
errors can happen in parallel transmission.

Example:

o |f data is sent at 1Mbps then each bit lasts
only 1/1,000,000 sec. ori.

* For a singlebit error to occur, the noise
must have a duration of only.k, which is
very rare.



Burst error
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The termburst error means that two or
more bits in the data unit have changed
froml1toOorfromOtol.

Burst errors does notnecessarilymean that
the errors occur in consecutive bitsthe
length of the burst iIs measured from the first
corrupted bit to the last corrupted bit. Some
bits In between may not have been
corrupted.



 Burst error is most likely to happen in serial
transmissionsince the duration of noise Is
normally longer than the duration of a bit.

 The number of bits affected depends on the datze
rate and duration of noise.
Example:

A If data is sent at rate = 1Kbps then a noise of 1/100 se«
can affect 10 bits.(1/100*1000)

A If same data is sent at rate = 1Mbps then a noise of
1/100 sec can affect 10,000 bits.(1/100%10



ERRORDETECTING & ERRORCORRECTINGCODES

To detect as well as correct these errors, various codesare
presentandthesecodesare:

(1) ERROR DETECTING CODES.

(2) ERROR CORRECTING CODES

The first type of code enables the device to detect errors which occur
the code of the bits and second type of code correct the errors
automatically.

Thevarioustypesof error detectionand error correctiontechniques
are closelyrelated with the HAMMINGDISTANClbetween any two
codesin the setof codes



Error detection

Error detection means to decide whether the
received data Is correct or not without having a
copy of the original message. In error detection
technique, it can only determine whether error ha
occurred or not but it cannot correct it.

Error detectioruses the concept of redundangy
which meansadding extra bits for detecting
errors at the destination.
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Four types of redundancy checks are used
In data communications

‘ Detection methods I

| VRC l | LRC l | CRC l | Checksum l




ERROR-DETECTING CODES

PARITY

PARITYs the no. of onespresentin the datawhereasPARITBITIs
an extrabit (that maybe 0 or 1) whichmay be addedin the datafor
makingthe parity to be evenor odd. Thetwo different methodsare
used& they are:

 EVENPARITYMETHOD

In this method, the value of parity bit is taken as O or 1 depending upon the total no. of 1's
INCLUDING THE PARITY BIT to be even.

e ODD PARITYMETHOD
This method is similar to the even parity technique such that total no. of 1's INCLUDING THE PARIT

BIT would be odd
For detection of error an extra bit known as parity bit is attachedto
each code word to make the no. of onesin the code evengven

parity) or odd(odd parity).




ERROR-DETECTING

BCB%@@WMﬂﬁéepérwqgﬁ:anggs[;reEsh%n in the table below

BCD code BCD code with even parity BCD code with
D C B A P D C B A P B C
O 0 O O O O O O O 10 00 O
O O 0 1 1 0 0 0 1 00 01 ¢
O O 1 O 1 0 0 1 O 01 00 O
O O 1 1 o O 0 1 1 11 01 O
O 1 0 O 1 0 1 0 O 00 00 1
O 1 0 1 O O 1 0 1 10 01 1
O 1 1 O O 0 1 1 O 11 00
o 1 1 1 1 0 1 1 1 01 01 1
O O O O 1 1 0 0 O 00 10
O O 1 O O 1 0 0 1 10 11 O



Error detection: Parity

e Add an extra it To a code To ensure an
even (odd) number of 1s
» Every code word has an even (odd) number of
ls

e Detects all 1-bit errors
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Vertical Redundancy Check
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Performance

A It can detect single bit error

A It can detect burst errors only if the total
number of errors Is odd.



Longitudinal Redundancy Check
LRC
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Performance

A LRC increases the likelihood of detecting
burst errors.

A If two bits in one data units are damaged
and two bits in exactly the same positions in
another data unit are also damaged, the LRC
checker will not detect an error.
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Cyclic Redundancy Check
CRC

00...0 Data

n bits

Divisor| n+1 bits —p|CRC Data i Divisor
l Remainder l
CRC | n bits Remainder

Zero, accept
Non-zero, reject

Sender Receiver



Cyclic Redundancy Check

* Given a kbit frame or message, the
transmitter generates arbrt sequence,
known as darame check sequence (FCS), SO
that the resulting frame, consisting of (k+n)
bits, Is exactly divisible by some
predetermined number.

* The receiver then divides the incoming
frame by the same number and, if there Is
no remainder, assumes that there was no
error.
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Polynomial and Divisor
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Standard Polynomials

CRC-12 CRC-16 CRC-ITU
e P e x+1 x4 P i 1 o 1
CRC-32
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CHECKSUMWETHOD

The PARITWYIETHODwIll not work when evenno. of changesoccur
becausdahe evenerror will not changethe oddness& evennesof the

total no. of 1'sin the code

Thus,to avoidthis CHECKSUMETHODSs usedaseach datato be
transmitted is added to the previousone & sum is retained at the
sendingend. At the end of transmission,the total sum known as
checksums sentandis checkedat the receivingpoint.
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At the sender

AThe unit is divided intd sections, each of
bits.

AAIl sections are added together using one’s
complement to get the sum.

AThe sum is complemented and becomes the
checksum.

AThe checksum is sent with the data



At the recelver

AThe unit is divided intd sections, each of
bits.

AAIl sections are added together using one’s
complement to get the sum.

AThe sum is complemented.

Alf the result is zero, the data are accepted:
otherwise, they are rejected.



Performance

A The checksum detects all errors involving an
odd number of bits.

A It detects most errors involving an even numbet
of bits.

A If one or more bits of a segment are damaged
and the corresponding bit or bits of opposite
value in a second segment are also damaged, tl
sums of those columns will not change and the
receiver will not detect a problem.



Error Correction

It can be handled in two ways:

1) receiver can have the sender retransmit the
entire data unit.

2) The receiver can use an eragmrrecting
code, which automatically corrects certain

errors.



Single- bit error correction

To correct an error, the receiver reverses the value
of the altered bit. To do so, it must know which bit

IS IN error.
Number of redundancy bits needed
e Let data bits =
 Redundancy bits £
?Total message sentma+r
The value of r must satisfy the following relation:

e P U




Error Correction

Redundancy
Data (m) bits (r) bits

Total m + r bits




Hamming Codes

HAMMINGCODE

IS constructedby addinga no. of parity bits to each group of n-bit
Information, or messagan sucha way so asto be ableto locatethe
bit positionin whicherror occurs

Values (0 or 1) are assignedto the parity bits so as to make the
hammingcode haveeither evenparity or odd parity & when an error
occurs,the positionno. will take on the valueassignedo the location
of the erroneousbit.



Hamming Code



Hamming Codes

Hamming Codes
Construction for dbit error-correcting codes

Minimal number of check bits required
Construction
number bits from 1 upward
powers of 2 are check bits
all others are data bits
Check bit j is XOR of all bits k such that (] AND k) =

Example:
4 bits of data, 3 check hits



Hamming Codes: Example



Hamming Codes: Example



Hamming Codes: Example

For example

A hamming cod®110001is being received. Find the correct code which is being transmitted.

o1 010 011 100 101 110 111
1 2 3 4 5 6 7
P1 P2 D1 P3 D2 D3 D4
0 1 0 0 0 1
P1=1
P2 =2
P3 =4

1
3,57
, 3,6,7
,9,6,7

Cl=0
c2=1
C3=1
In reverse order,
Therefore, error has occurred at position 6.
Hence, the exact code transmitted#$:10011



ERRORDETECTING & ERRORCORRECTING
CODES

1.These codes help us to tr ((::e%ﬂtct ueselgglr In the digital data and to correct 1

error.

2.Therearemanytypesof codesfor error detectionandcorrectione.g. parity bit
IS a kind of errordetectioncodethatcanfind only onebit error
In thedata

3. Hamming code is an error detection and correction code.

4. Thesecodesare usedin detectingand correctingerror in the transmitted
digitaldataandit helpsin the error free transmissiorof the data.



Hamming Code



Hamming Code



Example of Hamming Code



Single-bit error



Error
Detection



Assignmen?

* Generate the hamming code for data
111011001 with even parity ?



